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Our Mission:

We promote accountability, integrity, and
clarity in Commonwealth business, fiscal, and
administrative enterprises.
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Independent overseer of statewide finance and
operations, aka the referee of state government

(G.L.c. 7A and c.

29) (815 CMR 10.00).

Steward of MMARS and HR/CMS.
Oversee statewide fiscal policy and the annual

independent auc
Single Audit) of t

its (SBFR, CAFR, and Federal

ne Commonwealth.

We account for more than $60,000,000,000.



So Here We Are
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We're All Employed Through Commonwealth







CCCC Mission Statement

Student success is the first priority at Cape Cod Community College. As a
teaching and learning community, we provide opportunities and pathways that
encourage students to achieve their goals. We enrich our unique region
through our work, partnerships and students' achievements.







Tone at the Top

The atmosphere created at the top affects
theattitude of all employees:

e Employees witness what their bosses are doing

e Zero tolerance for unlawful, unethical, or questionable behavior

e Reward employees for integrating personal and organizational loyalty
e Write It (Policies and Procedures, Memos)

e Communicate It (Meetings, Trainings)

e Demonstrate It (Lead by Example)


Presenter
Presentation Notes
Employees pay close attention to the behavior and actions of their bosses, and they follow their lead.
Tone at the top refers to the ethical atmosphere that is created in the workplace by the organization's leadership. 
Whatever tone management sets will have a trickle-down effect on employees of the company. 
If the tone set by managers upholds ethics and integrity, employees will be more inclined to uphold those same values.
However, if upper management appears unconcerned with ethics and focuses solely on the bottom line, 
employees will be more prone to commit fraud because they feel that ethical conduct is not a focus or priority within the organization. 
In short, employees will do what they witness their bosses doing.

Your tone at the top should be written (policies and procedures, memos), communicated (meetings, trainings), and demonstrated (lead by example).
Please visit the Fraud Prevention section of our Internal Controls Page for a link to the Toolkit for Departments to Combat Fraud, Waste and Abuse and the Combat Fraud, Waste and Abuse Brochure.  


Ethics Statement / Code of Conduct

e Define the culture
* Set expectations

 Remind employees about their roles and responsibilities for
maintaining an ethical work environment

 Maintain awareness of reporting mechanisms available to
employees

* Reinforce the ramifications of improper or unacceptable
behavior in order to deter others from similar actions

State Ethics Mandatory Education and Training Requirements



Presenter
Presentation Notes
Mandatory Education and Training Requirements - Implementation Procedures 

http://www.mass.gov/?pageID=ethmodulechunk&L=1&L0=Home&sid=Ieth&b=terminalcontent&f=pubed_mandatory_education_training_implementation&csid=Ieth

http://www.mass.gov/?pageID=ethmodulechunk&L=1&L0=Home&sid=Ieth&b=terminalcontent&f=pubed_mandatory_education_training_implementation&csid=Ieth

Segregation of Duties

Verify that segregation of duties are in place:
* Apply consistently across the agency and in all locations.
* Example - Reconciliation of balances and activities is
performed by someone who does not report them.
If resource constraints prevent adequate segregation of duties:
* Cross-train
* Job rotation
* Add additional sign off / review

* Think creatively; share duties with other areas / units /
departments



Employee Screening

Past Employment Verification
Criminal Conviction Checks (CORI)
Reference Checks

Education and Certificate Verification

Get the Consent of the Candidate


Presenter
Presentation Notes
Past Employment Verification�Even though most employers will only verify position and dates of employment, you can usually tell by their tone of voice what they think of the employee. Ask previous employers whether the applicant is eligible for rehire.
Criminal Conviction Checks�Most public records services (such as Nexis or ChoicePoint) have criminal conviction records for almost every large county in the U.S. If not, you may go to the courthouse and search the criminal conviction records in the criminal courts division of the employee's county of residence (or other counties in which he or she previously resided).
Reference Checks�Amazingly, very few employers actually call the references a candidate provides. Most operate under the theory that someone wouldn't provide a bad reference. However, many times people will list important-sounding individuals as references with the hope that you won't call. And, people often assume, incorrectly, that a former supervisor or co-worker will provide a good reference.
Education and Certificate Verification�It is always a good idea to verify a person's education. Also, if the person claims he has a license or other certification, call the issuing organization to verify it. It is not that unusual for someone to claim a certification or license that has actually been revoked due to a disciplinary action. Most licensing or certification organizations, including the Association of Certified Fraud Examiners, will tell you if any disciplinary action has been taken against a particular member.
Get the Consent of the Candidate�Consult with your legal department to ascertain the laws applicable in your company and to obtain the proper authorization forms. •



Without Internal Controls




Risk Management




3 Lines of Defense




 Policies and Procedures

e Payroll Authorization
 User Access Reviews
* Daily Processes

— Reconciliation

— Procurement

— Expenditures

— Inventory/Capital Assets Management



Signatory Authority

Strategic Plan

Internal Control Plan

Segregation of Duties

Management Oversight - Reconciliation
System Access; User Roles



3rd Line

e |Internal Audit
e |Internal Control Questionnaire

* Monitoring
— Performance Metrics
— Strategic Plan
— Internal Control Plan



3 Lines of Defense

1st Line of Defense  2nd Line of Defense 3rd Line of Defense




{) Internal Control Plan (ICP) Example

Cape Cod Community College 2014 Strategic Plan
e Use as Basis for ICP

e |CP Updated Each Year of Strategic Plan

e Keeps Focus on Goal Achievement



Strategic Plan Goal 1:

Empower student success by
providing opportunities and
pathways to achieve their goals



Objective 1.1: Focus on improving student outcomes of retention, graduation

and transfer:

Metric

Increase fall to fall retention 15%

Increase the 6 year ATD success rate 10%

Increase the annual graduation rates15%,
(part of ATD metric)

Increase student engagement 8%, as
measured by an average of the 5 CCSSE
benchmark scores

Baseline
Fall 2013
47%

Fall 2013
46%

FY 2012

24%

Spring 2011
50.46

Target
Fall 2019
54%

Fall 2019
50.6%
FY 2019
28.3%

Spring 2019
54.50



Link Risks and Controls to Objectives

Objective Risk Control
Improve outcomes of retention by 15% Incoming students not Provide remedial
by Fall 2019 prepared for college work instruction

Improve outcomes of graduation

Improve outcomes of transfer
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“There is no kind of dishonesty into which
otherwise good people more easily and more
frequently fall than that of defrauding the

government.”

-Ben Franklin



Presenter
Presentation Notes
Franklin wasn’t limiting his comments to those outside of government, but rather taking aim at government employees and functionaries. The true power to defraud rests in the hands of those with true power.



What is Fraud?

* Any intentional illegal acts characterized by
deceit, concealment, or violation of trust

* Frauds are committed by individuals and
organizations to:

e obtain money, property, or services
e avoid payment or loss of services

e secure personal or business advantage

Source: The Institute of Internal Auditors International Standards for the Professional Practice
of Internal Auditing. www.theiia.org



Presenter
Presentation Notes
deliberate deception or cheating intended to gain an advantage 

http://www.selu.edu/admin/ia/audit_terms/index.html – Southeastern Louisianna University – Not Tulane or LSU..

Additional information:

http://www.fraudauditing.net/
[PDF] Leonard W. Vona, CPA, CFE
File Format: PDF/Adobe Acrobat - Quick View�Mirriam-Webster's online dictionary defines fraud as “an intentional perversion of truth in order to induce another ... Actual fraud – A concealment or false misrepresentation through a .... The IIA describes fraud as “any illegal acts characterized by deceit, concealment or violation of trust. These acts are not ...


http://www.theiia.org/

THE FRAUD TREE

OCCUPATIONAL FRAUD AND ABUSE CLASSIFICATION SYSTEM

Asset ELELHE

Corruption Misappropriation Statement Fraud

Net Worth/ Net Worth/
Bribery lllegal Gratuities Net Income Net Income
Overstatements Understatements

Conflicts of
Interest

Purchasing Invaice Timing Timing
Schemes Kickbacks Differences Differences

Sales Fictitious Understated

Schemes ki Higging Revenues Revenues

Concealed Overstated
Liabilities and Liahilities and
Expenses Expenses

Improper Improper
Asset Asset
Valuations Valuations

Improper Improper
Disclosures Disclosures

Inventory and All
Other Assets

Theft of Cash Theft of Cash Fraudulent

on Hand Receipts Disbursements Laceay

Asset

isitions
capansa Check Register and Transfers
Tampering Disbursements

Billing Payroll

Schemes Crhnes Reimbursement

Schemes

Skimming Cash Larceny

Refunds
Receivables and Other




The Fraud Triangle

Opportunity: Rationalization:

*Internal Controls “I don’t get paid what | am worth!”
None in place

Un-enforced
Un-monitored
Ineffective

“Everyone else is doing it”

“If they don’t know I'm doing it,
they deserve to lose the money

*Too much trust
“l'intended to pay it back”

*Poor “Tone at the Top”
P “Nobody will miss the money”

*No segregation of duties

External Pressure / Motivation: Internal Pressure / Motivation:
*Debt, Greed *Pressure to Perform
sLifestyle Needs *Too Much Work

olllicit Activities: Vices, Gambling, Drugs
*Life Pressures


Presenter
Presentation Notes
An external Fraudsters rationalization could be “They are not protecting their assets, they deserve it.”
“Pressure” can also be “Motive”

Rationalization describes Justification of an Attitude:
Not a crime
Constructive Income
Vendetta



10-80-10 Rule

The 10-80-10 “rule” refers to a general assumption of the breakdown
of the population and the likelihood of fraud occurrences:

e 10% of the population will NEVER commit fraud. This is the type of person
that will go out of their way to return items to the correct party

e 80% of the population might commit fraud given the right combination of
opportunity, pressure, and rationalization

e 10% of the population are actively looking at systems and trying to find a
way to commit fraud

Source NASACT and the Oregon State Controller’s Division


Presenter
Presentation Notes
80 % This is increasingly important given the current economic environment, and as new technologies emerge that allow for new opportunities to commit fraud.

http://www.nasact.org/
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Who commits fraud?

People outside the organization

People in positions of responsibility with the
ability to override controls

Often trusted and respected employees

People with an unc;
and processes

— “Inside Jobs” are e'§



Presenter
Presentation Notes
possess the opportunity to override
Opportunity to violate a trust
People you would least expect
Often trusted and respected employees – “I trust this person so I don’t need to supervise closely”
Someone who understands the system and processes


Average life of a fraud

* Average duration of 24 months?*

. 91 percent of perpetrators did not stop at one

*Source: Association of Certified Fraud Examiners 2008 Report to the Nation on Occupational
Fraud & Abuse. www.acfe.com

*Source: Profile of a Fraudster Survey 2007, KPMG



Presenter
Presentation Notes
Potato chip analogy, “Can’t eat just one”
Often it starts out as a mistake.
They take notice that no one noticed or cared.
When the opportunity to benefit directly is presented small change turns into prize
The typical fraudster gets greedy, don’t want to move on, or leave behind a trail.


http://www.acfe.com/
http://www.kpmg.co.uk/pubs/ProfileofaFraudsterSurvey(web).pdf

&) What We Typically Do Not See In Media
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Consequences of Fraud -

Y Damage to Public Image / Reputation

 Traditional News Media _
+ Newspapers Herald
Y The Boston Globe

e Radio
e Electronic Word of Mou e=Zinger b
e Twitter *dears*z:: :"ib't" & sprout Riddler Resllas|
OOl GROUPS
° FacebOOk m delicio.us b|Dgtalkradi0‘"Q
l. tubemggtﬂ
® Blogs GDDgIE AOL» video B
.  Jorbrmenit et
 Message Boards flickr T
obe & Hera o BigBoards \ [

Sound off — Tell us how you really feel

Q READER COMMENTS » Linked [[i]. n roenareed



http://images.google.com/imgres?imgurl=http://www.freedom2inc.com/img/boston_herald_icon.jpg&imgrefurl=http://www.freedom2inc.com/pr_home.html&usg=__4ZxoAYEC_Eb3USaEtYuIl9F7CVk=&h=600&w=600&sz=82&hl=en&start=1&sig2=LLvU0ujWswjCPGVS1rGUIw&tbnid=uRWrX87OIyX-oM:&tbnh=135&tbnw=135&prev=/images?q=boston+herald&gbv=2&hl=en&ei=m58BS6H9OZjglQfh4Im7Cw
http://images.google.com/imgres?imgurl=http://www.freedom2inc.com/img/boston_herald_icon.jpg&imgrefurl=http://www.freedom2inc.com/pr_home.html&usg=__4ZxoAYEC_Eb3USaEtYuIl9F7CVk=&h=600&w=600&sz=82&hl=en&start=1&sig2=LLvU0ujWswjCPGVS1rGUIw&tbnid=uRWrX87OIyX-oM:&tbnh=135&tbnw=135&prev=/images?q=boston+herald&gbv=2&hl=en&ei=m58BS6H9OZjglQfh4Im7Cw
http://images.google.com/imgres?imgurl=http://media.sacbee.com/static/weblogs/the_state_worker/CommunityRadioCartoon.gif&imgrefurl=http://www.sacbee.com/static/weblogs/the_state_worker/state-budget/&usg=__ohp6VIgG8B_JFcv4Pdv7-63Jkww=&h=340&w=310&sz=66&hl=en&start=2&sig2=4Wc_FaMxx23v1z6ELFCs6A&tbnid=mtsGAU9c1_kFfM:&tbnh=119&tbnw=109&prev=/images?q=radio&gbv=2&hl=en&ei=8J8BS5DuAYmHlAe-56jBCw
http://images.google.com/imgres?imgurl=http://media.sacbee.com/static/weblogs/the_state_worker/CommunityRadioCartoon.gif&imgrefurl=http://www.sacbee.com/static/weblogs/the_state_worker/state-budget/&usg=__ohp6VIgG8B_JFcv4Pdv7-63Jkww=&h=340&w=310&sz=66&hl=en&start=2&sig2=4Wc_FaMxx23v1z6ELFCs6A&tbnid=mtsGAU9c1_kFfM:&tbnh=119&tbnw=109&prev=/images?q=radio&gbv=2&hl=en&ei=8J8BS5DuAYmHlAe-56jBCw
http://images.google.com/imgres?imgurl=http://www.bccic.ca/images/podcast.jpg&imgrefurl=http://www.bccic.ca/&usg=__qbFrM9UZcup_CARRkjiX9Hund7M=&h=354&w=402&sz=37&hl=en&start=8&sig2=7OFHqxoghhPjmmQQS3uOrw&tbnid=UaPdg_ta-y6NVM:&tbnh=109&tbnw=124&prev=/images?q=podcsat&gbv=2&hl=en&ei=F6EBS6-TFtDOlAevyM3HCw
http://images.google.com/imgres?imgurl=http://www.bccic.ca/images/podcast.jpg&imgrefurl=http://www.bccic.ca/&usg=__qbFrM9UZcup_CARRkjiX9Hund7M=&h=354&w=402&sz=37&hl=en&start=8&sig2=7OFHqxoghhPjmmQQS3uOrw&tbnid=UaPdg_ta-y6NVM:&tbnh=109&tbnw=124&prev=/images?q=podcsat&gbv=2&hl=en&ei=F6EBS6-TFtDOlAevyM3HCw

Consequences of Fraud-

Financial Cost

e Losses estimated to be 7 percent of revenue*

e Loss of assets

e Potential loss of future funding

e Potential fines, repayment of funding

*Source: Association of Certified Fraud Examiners 2008 Report to the Nation on Occupational
Fraud & Abuse. www.acfe.com



http://www.acfe.com/

The General Laws of Massachusetts

PART |. ADMINISTRATION OF THE GOVERNMENT

TITLE I1l. LAWS RELATING TO STATE OFFICERS

CHAPTER 29. STATE FINANCE

Chapter 29: Section 66. Violation of state finance laws;
penalties

Section 66. Any officer or employee who knowingly
violates, authorizes or directs another officer or employee
to violate any provision of this chapter, or any rule or
regulation promulgated thereunder, or any other provision
of law relating to the incurring of liability or expenditure of
public funds, shall be punished by a fine of not more than
one thousand dollars or by imprisonment in a jail or house
of correction for not more than one year, or both.


http://www.mass.gov/legis/laws/mgl/29-66.htm

RED FLAGS




Do you have....?

e Large amounts of cash in hand

e Small items with a high cash value (laptop, thumb drive, Blackberry)
e Easily convertible assets (tools, vehicles, Pll)

e Lack of segregation of duties

e Management with ability to override

e Managers and Employees with access to significant assets

* Poor physical safeguards over cash and other assets

e Lack of mandatory time off for employees performing key control
functions

* Inadequate supervision, especially where employees are in remote
locations

 Too much information on your website



Do you have....?

Lack of segregation of duties

Same person:

e Opens mail with checks
e Records checks received
e Prepares bank deposit

e Deposits money into bank

Reconciles bank statements

PRESSURE




Do you have....?

Resource Constraints

 Not enough staff to perform the current work

 Not enough staff to supervise work performed

e Lack of funds for monitoring tools

e Lack of staff time to devote to anti-fraud activities

PRESSURE



Do you have....?

Times of change

e Change in leadership

* Reorganization

e Layoffs

e Upgrades / Promotions

 New programs without new resources

PRESSURE



Do you have....?

External Pressure on Employees

Recognize and acknowledge the pressure when
possible.

e Financial Issues (Mortgage, Student Loans)
e Medical Bills
* Divorce

e Child Support

PRESSURE




Do you have....?

Changes in Employees Behavior

e Unwilling to take vacation / time off

e Working off hours: early, late, weekends
e Refusing promotion to a different area

e Overly protective of information and reluctant to train others
e Social relationship with vendor

e Change in lifestyle, suddenly living beyond means

PRESSURE



Risks, Red Flags and Controls

Risk

Fraudulent billing

Red Flags

Fraudulent invoices

Mischaracterized expenses (personal vs.

business)

Inflated billing

Double billing

Lack of proof of delivery

Equipment / people not on jobsite

Controls
Site inspections

Confirmation of delivery

Product substitution

Complaints about quality
Poor quality construction
Lack of inspection

False inspection report

Allegations of bribery of inspectors

Adequate project monitoring and
oversight

Independent testing

Agency verification of inspection
reports

44




Risks, Red Flags and Controls

Risk
Collusive bidding,
price fixing or bid
rigging

Red Flags

Apparent connections between bidders: common

addresses, personnel, or telephone numbers

Different contractors make identical errors on
bids.

Tailored Specifications (e.g., specific or
restrictive requirements in files which seems to
restrict eligibility)

Similar pricing

Consistently high pricing

Controls

Adequate vendor pre-screening

Independent price verification
and pricing analysis

Conflict of interest

Apparent connections between employees and
vendors:

-Common addresses or telephone numbers
«Tax ID

-Ownership interest

Unnecessary purchases

Sole source justification

=Adequate vendor screening
=Data analysis / tools
=Formal procurement process

=Codes of conduct

45




Risks, Red Flags and Controls

Risk

Falsified wages

Red Flags

Large or unusual overtime payments to selected
employees

Large or unusual hours worked in a given pay
cycle

Time card hours differ from job order hours

Hours on payroll reports differ from time-card
hours or job order

Number of days worked and amount of salary
are inconsistent with occupation

Controls

Review of supporting documents

Adequate time tracking
mechanisms

Authorization and approval of
hours worked

Multiple sources of information

Social Engineering

Unexpected inquires from unverified callers

Verification identity with
organization

Develop a procedure for dealing
with information requests and the
type of information you can and
cannot give out

46




Most Important Contributing Factor to Fraud

Financial
Statement Fraud

Lack of Internal
Controls

36.8%

Lack of Management N 6.1%
Review | 15,6 %

14-1% Corruption

Override of N 15.2°% Asset

L 19:0% . .
Exisiting Controls - 1 16.5°% Missapropriation

I T 19.2 %
FPoor Tone at the Top 15.6%

R

[ T 8.1%0
Lack of Competent 6.8%

Oversight |G 6 5%

[ T 11.1%
Lack of Independent 4.9%

Checks /Audits S s 0"

[T 2.0%
Lack of Employee 8%

Fraud Education g1 .29,

Most Important Contributing Factor

[0.0%
Lack of Clear 154

Lines of Authority g o.9%

Lack of Reporting 19-0%
Y .09
Mechanism [ g.29

05 59% 109 159 20% 25% 30% 35% A0%
Percent of Cases

Source: Association of Certified Fraud Examiners 2008 Report to the Nation on Occupational Fraud & Abuse. www.acfe.com

47


http://www.acfe.com/

46.2% 2008

=
2 19.4%
s Internal Audit = b
g D 02
=]
[=1
S , 23.3%
@ Internal Controls
& . o2
o
External Audit 9.1%
3.2%
Notified by Police | -
W 38%
0% 10% 20% 30% 40% 50%

Percent of Cases

Exceeds 100% as single instances may span different Detection Methods

Source: Association of Certified Fraud Examiners 2008 Report to the Nation on Occupational Fraud & Abuse. www.acfe.com
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http://www.acfe.com/

Reconciliation
Let them know someone is watching and checking!

= Bank statements

-« Review all documentation and reconciliations for unusual entries or
deviations from programmatic purposes

- Check for corrections and amounts that appear too high or low

- Flag and review all management overrides

- Spot check for round numbers or multiple payments in same cycle
for same amount/same recipient (absent a lease or recurring
payment)

= DocDirect Reports
- Payroll Reports
- Recelivables

= Monthly Equipment / Supply Inventory

49


Presenter
Presentation Notes
Use the NGA 341S report for spending (weekly)
NAR402SD for Cash Receipt Details (daily)
NAR403BD for lock box receipts details (Daily)
NAR405S for revenue transaction level details (Weekly)

Equipment / Supply – Monitor usage (fuel, phone, paper) and check for anomalies



Data Analysis

Don’t be a “D.R.I.P.”

Detect anomalies, trends, risk indicators
For example, Multiple payments to the same vendor in a month.

Data Rich, Information Poor

Continuous auditing (monitoring)
Exception reports

User activity reports

= Look for activity from an unexpected user

= |s the same employee creating and submitting:
The same document?

Encumbrances and payment documents?


Presenter
Presentation Notes
Data analytics (ACL)


Fraud Risk Assessment Template
Chart it out: Managing the Business Risk of Fraud: A Practical Guide

® Fraud Risk = Likelihood = Control Activity
= Scheme / Scenario = Significance = Control Type
= Potential People Involved = Inherent Risk
Example A:
Identified Fraud Risks |Likelihood (2)| Significance (3) People Existing Anti-fraud Controls (5) Controls Residual Fraud Risk

and Schemes (1) and/or Effectiveness Risks (7) Response (8)

Department (4) Assessment (6)
Example B:

Owner Fraud Risks Controls Monitoring Likelihood | Impact
Construction | Design & build « Execute construction contract with | « Construction M H
Department | defects (inferior detailed scope of work (specifica- Department

material used & tions). . Legal

construction not
performed per
specifications).

» Periodic site visitations by archi-

tects, local building inspectors,
engineers, commission agents, and

« Internal Auditing

» Reputation risk owner's construction representa-
(injury or fatality tives are made to ensure job is on
at site). schedule and built per specifica-

tions and code.
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http://www.theiia.org/media/files/fraud-white-paper/fraud%20paper.pdf

Available Web Resources:
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